5545 4 W W45 505 22 Al Vol.5 No.4
2019 4 8 J Chinese Journal of Network and Information Security August 2019

%?Eﬁlﬂ: IPD ﬁ'L,‘ E’] Tor I_.IQ%IJILJJ( Eﬂ*ﬁ:’]"]ﬁ?f

AIE, IR, ALHE
bRt zg il R 2 HALS BB AR, bat 100044)

7  F: Tor &Mook R IR LR 5 B 2 M HLE, AEAEFEN DR AR By 2 Bl RO ) 1) 3
obfsd 55 M MSCA fR G ) BB T AR, FR A R pEr Pk R e, R, 3R A IPD JRLL %, )
H k-means [P SREIERHER E 07 b AT oG, AN RIKERLE obfsd WA 3 ik b 35 BEAt iy R AS )
SO A AR, ek R ) S T e ARSI R R, LSOO AN [R] ) X 4 PR B A R IS Y e DT, AR
(R U 22 4 P 23 RS R R

KEEIR: AT SRR AL Tor

FESZES: TP391.1

XERFRIRAD: A

doi: 10.11959/j.issn.2096—109x.2019041

Improved method of Tor network flow
watermarks based on IPD interval

DU Jie, HE Yongzhong, DU Ye

School of Computer and Information Technology, Beijing Jiaotong University, Beijing 100044, China

Abstract: Tor is an anonymous network mechanism that provides services for hiding traffic sources, but it has the
problem that the entry traffic flows of Tor are clearly identifiable. Bridge protocols such as obfs4 come into being to
solve this problem, which brings new challenges that have not yet been overcome. An IPD interval scheme is pro-
posed, which uses the clustering characteristics of k-means to improve the original scheme, so that the added flow
watermark can be detected efficiently in the three modes of obfs4 bridges. The results of experiments show that the
improved algorithm has higher detection rate and recognition rate, and has good adaptability to variable netflow
traffic, which is conducive to the construction of a nice secure network environment.
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